Setting up DKIM for On-Prem
Exchange Server

Out of the box On-Prem Exchange Server does not support DKIM signing. Now the best
way to implement DKIM signing is via a third-party tool.

Please refer to the below steps to configure the DKIM on on-prem exchange server.
Installing Exchange DKIM Signer :

1. Download the latest GUI package:
https://github.com/Pro/dkim-exchange/releases/latest

2. Extractit on your Server

3. Start Configuration.DkimSigner.exe (If you are not running this tool on Exchange
Server, you will get below error)

Exchange DKIM Signer Configuration = |

The check to see whether DKIM Signer is installed crashed!
This probably means you are running the application on a machine

which does not have Exchange installed. The program will still
open but it won't be of much use.

Exchange Version Error &3

(/'_\ Couldn't determine installed Exchange Version: Couldn't initialize
\ ¢ PowerShell runspace.



https://github.com/Pro/dkim-exchange/releases/latest

Settings error | &=

@ Couldn't load the settings file.
- 4

Setting it to default values.

OK

4. Select Install
(This tool is tested on local machine due to which the “Transport Service Status” is
showing as “Loading” and “Install” option is greyed out.)
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e Exchange DKIM Signer IE@

Information iDKIM Settings | Domain Settings I EventLog Viewer I About | Debug Helper‘
Micosoft Exchange
Installed : Unknown Transport Service Status :  Loading...

| Sat || Sp || Regtat

DKIM Signer

Installed :  Not installed [ Configure |

Available : 331 I Install }l Include prerelease versions

Changeloa:

v3.3.1 (2020-12-23) -
Fix typo and rebuild. E'

“*New™: Added support for Exchange 2016 CU19

“*New™: Added support for Exchange 2019 CU8

“*New™: Add local DNS lookup option (Referto #322, thanks Luckyvb)

**Fox™: Outdated build number in ExchangeDkimSigner.dll causing false new version notifications (#321)

v3.2.8 (2020-11-11)
Pushed new build to address #317 {which should also resolve #3139 and #320).

There are no new features in this build so this should only be of interest to Exchange 2016 CU18 and Exchange 2019 CU7 users
who had issues installing the v3.2.7 build.

v3.2.7 (2020-05-24)
New: Added support for Exchange 2016 CU18
New: Added support for Exchange 2015 CU7

5. Once the installer has completed, click Close.




Configuration :

1. Now configure the DKIM Signer with the installed GUI. Launch the configuration
executable.

2. Click Configure and move the priority of the Exchange DkimSigner to 1 and then
click Close.

E Exchange DKIM Signer

Information ' DKIM Settings Domain Settings EventLog Viewer About Debug Helper

Micosoft Exchange
Installed : Unknown ‘ Transport Service Status : |Loar.irg...

. Sant Sop  Restat

DKIM Signer

hstalled:  [Not installed | Configure

Available : |3_3.1 | Install [ Include prerelease versions
Changelog:

v3.3.1(2020-12-23) A
Fix typo and rebuild.

“*New"*: Added support for Exchange 2016 CU18

**New"": Added support for Exchange 2019 CUS

**New™": Add local DNS lookup option (Refer to #322, thanks Luckyvb)

**Fix"*: Outdated build number in Exchange DkimSigner dll causing false new version notifications (#321)

v3.2.8 (2020-11-11)
Pushed new build to address #317 (which should also resolve #319 and H#320).

There are no new features in this build so this should only be of interest to Exchange 2016 CU18 and Exchange 2019 CU7 users
who had issues installing the v3.2.7 build.

v3.2.7 (2020-09-24)
New: Added support for Exchange 2016 CU18
New: Added support for Exchange 2019 CU7
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Hirt: The DKIM signing agent should have the lowest prority fighest number)




3. Go to the DKIM Settings tab and change the Header & Body Canonicalization
options to Relaxed. Click Save configuration to save your changes.

o

| & Exchange DKIM Signer E\@
| Information || DKIM Settings || Domain Settings | Eventlog Viewer | About | Debug Helper
Headerto sign Algorithm Header Canonicalization
From ) RsaShal @ RsaSha256 @ Simple
Subject
To
Date Log Level Body Canonicalization
Hesagel Information v] © Simple
Add l [ Delete Save corfiguration

4. Now go to the Domain Settings fab. Add your Domain name and Selector and
click Generate new key. DKIM Signer will then generate new public and private
DKIM signing keys based on your domain and selector.
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| Information | DKIM Settings “DOITIE"FI SEﬁiHQSI‘ EventLog Viewer | About | Debug Helper

Domains Domain details

Suggested DNS Name:

Suggested DNS Record:

Domain name:

yourdomain.com

Selector: | selectar_2020 |

Private key filename:

Key length for generation:

Copy to clipboard

Exdsting DINS:

[ Gheck

Direct NS check

2048 -

Generate new key l [ Select key file l

selector_2020._domainkey yourdomain.com.

Add | | Delete | |

Save domain

A save window will open prompting you to save the newly generated key in
"C:\Program Files\ Exchange DkimSigner\keys". Click Save.

Now you need to publish the DKIM TXT record for your domain

(yourdomain.com) with your DNS provider. Copy Suggested DNS Name and the

Suggested DNS Record.
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| Information | DKIM Settings ' Domain Settings | EventLog Viewer | About I Debug Helper

Domains Domain details

Domain name:  yourdomain.com Selector:  selector_2020

Private key filename:  yourdomain.com.pem

Key length for generation: 2048 v Generate new key ] [ Select key file ]

Suggested DNS Name: | selector_2020._domainkey yourdomain.com.

Suggested DNS Record:

[ Copyto clipboard ] lowVRa ok Be/ 3T 890N BL SATN,BYPaNBODS T V75 L AuSHaCES
i5NUSGRCCOyIInT1MwzKzZadFbhlUrAEZMKKIKCe 1 EOEdnw0qDS+GN
NASNAQUHCIRIGEOI7+FCImP b KR/ SAYMWIGNAOE/SxLhCok
.+ Mt TJ9Xom Rlyoa FItPAIPK3 170+ UIGKOSARQQIDAQAB

Existing DNS: A

[ Check

Direct NS check

Add l l Delete [ [ Save domain ]

Share the copied details with your DNS provider as mentioned below
DNS record name : selector_2020._domainkey.yourdomain.com.
DNS record type : TXT

Value : v=DKIM1; k=rsa;
p=MIIBIJANBgkghkiG9WOBAQEFAAOCAQSAMIIBCgKCAQEAS/ChZWGsnYUUEQOSgtSww
fAIXExtkcPI3MNT1RjuSmMxQA6I1 DBy 7keetV3T13JIptaHpBEf+lowVRalapk8s/3RC89QhBLSdcf
N/6YPgNBcOSpXfHitzV75p7L3cSA2CE3ni5SNU8gRcCOyg? 1nT1 MwzKzZad?bhlUrZIE2iMKKIKC
c 1EOEdnwOgD8+GNNAL3N4QM2WCIRtqgOid7+FCOMPVxqbHfdK9Bt/S4rY WiGNaOE/SxL
hCgkFFG6ar1DGm79p2bHbé+NnoOMVKYVVCR1YTCOhHbY3wt570OP/BszG8r2fpVJ+MmiTJ
9XomRIlyogFJOtP4IPK3170+UIGKO8SAIRQQIDAQAB

6. Wait for few minutes for the record to reflect, then go back to the DKIM Signer
Domain Settings tab and click Check. DKIM Signer will query your DNS record
and if it is reflected, your record should now be verified as correct. Click Save
Domain to save your settings.
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I Information I DKIM Settings “Domain Settingsll EventLog Viewer I About I Debug Helper

Domains Domain details

Domain name:

Private key filename:

Key length for generation:
Suggested DNS Name:
Suggested DNS Record:

[ Copy to clipboard

l

Existing DNS:

yourdomain.com Selector:  selector_2020

2048 v Generate new key ] [ Select key file

yourdomain.com.pem

selector_2020._domainkey yourdomain.com.

v=DKIM1; k=rsa; ~
p=MIIBljANBgkghkiGS~0BAQEFAAOCAQSAMIIBCgKCAQEAS/ChZWGsnY
UuEQO5qt Swwift XExtkc Pf3MN 1t RjuSmx QA6 1D By 7keet V3T JIptaHp BEF
+lowVRalapk 8s/3RC8SQhBLSdcfN/6YPgNBcOSpXfHitzV75p7L3cSd2CE3
niSNu8qRcClya91nT 1MwzKzZad SbhlUrZEZIMKKrKCc 1EOEdnwlqD8+GN
NAb3N4QM2WCIRtqgOid7+FCOmPVxgb HfdK9Bt /S4rYWGNaOE/SxLhCak
FFG6ar1DGm759p2bHb6+noOMvkYVWCR1YTCOhHbY3wt570P/BszG8r2fp
VJ+Mmt TJSXomRlyogFJOtP4IPK3170+UIGKOBAIRQQIDAQAB

[ Check

]

Direct NS check

[ Add | [ Delete

Save domain ]

7. Go back to the Information tab and restart the Exchange Transport Service by

clicking on Restart.
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Information | DKIM Settings | Domain Settings I Eventlog Viewer I About | Debug Helper|
Micosoft Exchange

Installed : Unknown Transport Service Status :  Loading...
[ sat || s ||| Restat
DKIM Signer
Installed : Not installed [ Configure ]
Available : 331 [ Install ] Include prerelease versions
Changelog:
v3.3.1(2020-12-23) ~
Fix typo and rebuild. B

“*New™: Added support for Exchange 2016 CU15

“*New™: Added support for Exchange 2013 CU8

“*New™: Add local DNS lookup option (Referto #322, thanks Luckyvb)

“*Foc™: Outdated build number in Exchange DkimSigner.dll causing false new version notifications (#321)

v3.2.8 (2020-11-11)
Pushed new build to address #317 (which should also resolve #3159 and #320).

There are no new features in this build so this should only be of interest to Exchange 2016 CU18 and Exchange 2019 CU7 users
who had issues installing the v3.2.7 build.

v3.2.7 (2020-05-24)
New: Added support for Exchange 2016 CU18
New: Added support for Exchange 2019 CU7

DKIM Signer is now configured to sign emails originating from your domain.




